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On “Black Swans” and “Perfect Storms”: Risk Analysis and
Management When Statistics Are Not Enough
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Two images, “black swans” and “perfect storms,” have struck the public’s imagination and
are used—at times indiscriminately—to describe the unthinkable or the extremely unlikely.
These metaphors have been used as excuses to wait for an accident to happen before taking
risk management measures, both in industry and government. These two images represent
two distinct types of uncertainties (epistemic and aleatory). Existing statistics are often in-
sufficient to support risk management because the sample may be too small and the system
may have changed. Rationality as defined by the von Neumann axioms leads to a combina-
tion of both types of uncertainties into a single probability measure—Bayesian probability—
and accounts only for risk aversion. Yet, the decisionmaker may also want to be ambiguity
averse. This article presents an engineering risk analysis perspective on the problem, using
all available information in support of proactive risk management decisions and consider-
ing both types of uncertainty. These measures involve monitoring of signals, precursors, and
near-misses, as well as reinforcement of the system and a thoughtful response strategy. It also
involves careful examination of organizational factors such as the incentive system, which
shape human performance and affect the risk of errors. In all cases, including rare events,
risk quantification does not allow “prediction” of accidents and catastrophes. Instead, it is
meant to support effective risk management rather than simply reacting to the latest events
and headlines.
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1. “THE PERFECT STORM” AND “THE
BLACK SWAN”

1.1. Uncertainties and Excuses

1.1.1. Excuses

Some industries dealing with dangerous prod-
ucts and processes—such as the oil industry—seem
to wait for an accident to take risk management mea-
sures, and their regulators appear to have the same
attitude.(1) They tend to ignore near-misses as if “an
inch was as good as a mile” when they should (and
could) have done better. The excuse is often that
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these events are so rare as to be unimaginable, or
that data on early natural disasters (e.g., more than
1,000 years old) should not be accounted for.

1.1.2. The Truly Unknown Versus Rare
Conjunctions of Known Events that Were Not
Envisioned

Indeed, rare events present major risk man-
agement challenges in engineering, medicine, geo-
physics, and many other fields, including finance.
Two images, “black swans” and “perfect storms,”
have struck the public’s imagination and are used—
at times indiscriminately—to describe the unthink-
able or the extremely unlikely. Unfortunately, they
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are also stated as reasons for lack of proactive risk
management. The question is whether and how the
risk of rare events involving these two kinds of un-
certainties can be addressed before the fact, based on
signals and existing knowledge.

1.1.3. The Stories of Black Swans and Perfect Storms

The Black Swan is a 2007 book by Nassim Taleb
focused on extremely rare events that have never
been encountered before (to the best of the ob-
server’s knowledge) and in principle, cannot be an-
ticipated.(2) He likens those situations to the dis-
covery of black swans by Dutch sailors in Australia
in the 17th century, when all swans known to the
Europeans were white. He calls “black swans” events
that he considers outliers, of extreme consequences,
and for which, in his opinion, people find explana-
tions after the fact, but cannot anticipate, much less
assess, the risks that they represent. He observes
that these risks are often arbitrarily characterized by
Gaussian curves. He divides the world of hazard real-
izations into two regions: “mediocristan,” the middle
of such distributions, and “extremistan,” their tails.
He concludes that these attempts at descriptions of
such uncertainties are hopeless. He bases this mental
model on his own story as a trader who faced unex-
pected financial downturns and crises, which he be-
lieves could not have been imagined based on recent
experience. One of his points is that quantitative as-
sessments of financial risks, often based on statistics,
are useless because they are likely to miss rare events
that are not part of the database. He also (rightly)
points to the frequent misuse of Gaussian curves that
miss many risk characteristics including asymmetries
in loss distributions and “fat tails”(3) representing
low-probability, high-consequence outcomes.1

The Perfect Storm was a 1997 book by Sebas-
tian Junger(4) later made into a movie by Wolfgang
Petersen in 2000. The story is that of a devastat-
ing storm in the northern Atlantic that caught some
boats by surprise and killed 12 people in October
1991. It was the result of a conjunction of a storm
that started over the United States, a cold front
coming from the North, and the tail of a tropical

1Normal (Gaussian) distributions are generally insufficient to de-
scribe such uncertainties because they assume symmetry and do
not generally represent the “fat tails” of loss distributions. Gaus-
sians are sometimes used to add a “fudge factor” to a quan-
tity instead of representing the actual state of information about
it, without fundamental reason for the distributions’ shape and
symmetry.

storm coming from the South. All three types were
known before and occur regularly, but their conjunc-
tion is very rare. A fishing boat, whose crew had de-
cided to take the risk of facing the storm, did not an-
ticipate its strength, was caught in a huge wave, cap-
sized, and sank. No one on board survived.

1.1.4. Rare Events of Different Natures, and
Different Types of Uncertainties

Both books describe rare events, but of differ-
ent nature, and represent uncertainties of two differ-
ent types. “Perfect storms” involve mostly aleatory
uncertainties (randomness) in conjunctions of rare
but known events. “Black swans” represent the ul-
timate epistemic uncertainty or lack of fundamen-
tal knowledge2 (see, e.g., Refs. 6–8), where not only
the distribution of a parameter is unknown, but in
the extreme, the very existence of the phenomenon
itself.3

In reality, most scenarios involve both types of
uncertainties. A good illustration of their combi-
nation is described by the story of the thumbtack.
A more complex example is that of seismic hazard
analysis, where the parameters are uncertain,(13) but
given their probability distributions, there remains
the corresponding randomness of seismic loads and
structural capacities.(14) In the extreme case of true
“black swans” and “perfect storms,” different ap-
proaches to risk analysis and management need to be
used, and decisionmakers may need different types
of information (in the case of seismic risk, about
earthquakes and structures). The questions are thus:
To what extent does risk management depend on the
nature of the uncertainties involved and what have
we learned about rare events in engineering and their

2The distinction between the two types of uncertainties can be il-
lustrated in its simplest form by the case of a thumbtack.(5) Be-
fore it is thoroughly tested, there is an uncertainty about the
probability that it will fall in the next throw on its head or on
its side (epistemic uncertainty). Even if one knows that probabil-
ity with certainty, aleatory uncertainty remains in the outcome
of the next throw, which still involves the randomness of the
process.

3Other approaches to the treatment of uncertainties have been
proposed; for example, Shafer(9) relies on belief functions that
include a range of ignorance and Smets et al.10) propose in addi-
tion the use of fuzzy sets; in his seminal work on uncertainty and
information, Klir(11) identifies four levels needed in a theory for
dealing with uncertainties (from mathematical formulation to the
calculus of measurement of uncertainties); Ayyub(12) addresses
the question of portfolio optimization through risk decomposi-
tion and simulation.
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probabilistic risk analysis (PRA) that can be trans-
ferred to other fields given these two extreme types
of uncertainties?

1.2. Structuring the Analysis

1.2.1. Systematic Identification of Scenarios, Signals,
and Warnings

These fundamental problems are squarely ad-
dressed in engineering risk analysis through system-
atic identification of essential functions (e.g., wa-
ter storage and pumping in a cooling system), and
systematic structuring of scenarios, including rare
ones, as collectively exhaustive and mutually exclu-
sive conjunctions of events.(15) Obviously, the truly
unimaginable cannot be envisioned upfront, but sig-
nals (for instance, medical alerts that a new virus has
appeared, or new intelligence information) can be
observed, suddenly or gradually.4 Reasoned imagi-
nation is thus an important part of risk assessment
because it implies, first, anticipating by systematic
analysis scenarios that have not happened yet, and
second, recognizing and communicating these un-
usual signals.

1.2.2. How to Think About These Two Kinds of
Rare Events?

A rare conjunction of known phenomena is an
alignment of factors whose possibilities are known
separately but whose simultaneity seems extremely
unlikely.5 When a combination of weather factors
happens at sea, it can result in wave heights and wind
forces rarely experienced that some boats cannot sur-
vive.6 The probability of each of these factors can
be assessed separately or together because they have
occurred before in various combinations, and their
mechanisms are sufficiently understood. If the events

4One key problem, of course, is to ensure that these signals are
detected, interpreted, and communicated in time to allow for a
timely response, for example, the flight training of terrorists prior
to the 9/11 attacks.

5Reason,(16) for example, describes such a rare combination of
events by the image of parallel slices of Swiss cheese, in which
the holes must be perfectly aligned for a failure to occur.

6It should be noted here that the “perfection” of the storms is in
the eyes of the beholder. For each “perfect” storm one can often
imagine a worse one. There may also be some devastating “im-
perfect storms” that do not combine worst-case values for all the
factors involved, but are catastrophic nonetheless. The key here
is that these factors are not anticipated because their conjunc-
tions seem too rare to care about.

are independent, the probability of a conjunction is
simply the product of the marginal probabilities of
each event. If they are dependent, the probability of
their conjunctions may be severely underestimated
by this product.

1.2.3. The Fukushima Tsunami and Nuclear
Accident: The Risk of No Risk Analysis

One example of such a conjunction is the mag-
nitude 9 earthquake in Japan in March 2011, where
the seismic energy was released in a known subduc-
tion zone and caused in the Northeast part of Japan,
a tsunami that reached 14 m. Such a combination of
events had not occurred in recent times, but had been
recorded at least twice in history(17) in that area, in
the 9th and 17th centuries.7 The magnitude of the
Sanriku earthquake of 869 was estimated at 8.6 and
the subsequent tsunami penetrated the land by at
least 4 km. The magnitude of the Sanriku earthquake
of 1611 was estimated at 8.1 and it caused a tsunami
that reached a maximum estimated height of about
20 m. These records apparently were not accounted
for in the design of the Fukushima Daiichi nuclear
reactors, which depended on sea water for their cool-
ing and were designed for a maximum wave height
of 5.7 m.8 Among other accident initiators, the con-
trol room and the generators were flooded and some
intake pipes were clogged by debris. This load com-
bination was not unimaginable even if at the time
of the plant construction, formal PRA methods had
not been fully developed. The probability of the load
combination and the subsequent risks of a nuclear re-
actor’s failure could have been estimated based on
the existing record.(19,20) Instead, “a large number of
numerical calculations [were] carried out under var-
ious conditions within a reasonable range”(21) and
design decisions were made based on recent earth-
quakes (such as the Chile earthquake and tsunami
of 1960). Yet, in 2006, the Japanese authorities es-
timated that the probability that a tsunami in the
Fukushima area could be more than 6 m high was

7Note that, of course, one cannot claim to have “predicted” this
recent earthquake on the sole observation of a two-event record.
One could, however, use that information along with the com-
plete known record in a more complex model of probabilistic as-
sessment of the seismic hazard.

8It seems that according to Japanese sources, events that occurred
more than 1,000 years ago were ignored even if they were known.
In the case of Fukushima, deterministic evaluation techniques(18)

and truncation of the historical database led to a serious under-
estimation of the design criterion for tsunamis (5.7 m).
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less than 10−2 in the next 50 years.(18) Key issues, of
course, were whether this last estimate of the failure
risk included all available information (apparently
not), was well understood, and judged acceptable, a
decision that was made by industry, regulators, and
elected officials.

1.2.4. Labeling Risks After the Fact

Among these different metaphors and the mixed
uncertainties that they evoke, deciding, for instance,
whether the financial crisis that started in 2008 was a
“black swan” or a “perfect storm” depends on one’s
perspective and is not very important after the fact.
It may only be an excuse for failing to detect pre-
cursors and warning signals. When looking forward
at financial regulations, the question is whether to be
proactive and reduce the risk at some cost or, instead,
reap the immediate benefits—with minor caveats—
and rely on risk management after the fact to limit
the damage. In reality, such market failures can be
described as “brewing bubbles,” whose bursting was
likely but the timing was unclear9 (see, e.g., Ref. 22).
They also reflect, as discussed further, the risk atti-
tudes of the managers of financial institutions.

1.2.5. Risk Quantification Involving Rare Events
Can Seldom be Based on Statistics Alone

The characterization of risks involving low prob-
abilities and large consequences has been the object
of a vast field of literature on both statistical and
Bayesian definitions of probability.(23−25) Classical
statisticians have captured rare events in risk anal-
ysis in several ways. In financial markets, they seek
correlations between the market at large and the per-
formance of specified assets.(26) In other cases, they
use extreme value distributions (such as Ref. 27).10

But statistics alone (and frequencies) can character-
ize only randomness.(29−31) They are helpful when a
phenomenon is relatively stable, the sample size suf-
ficient, and dependencies well understood. But they
fail to represent epistemic uncertainties when new
or poorly known factors are at play (new economic
structure, climatic conditions, or technologies). One

9The same is true of the eruption of the Icelandic volcano, which
paralyzed the air traffic over the Atlantic and western Europe
for a while in 2010. Another one is the failure of the BP Deepwa-
ter Horizon platform, which was preceded by several near-misses
that were apparently ignored both by the industry and the regu-
lators, simply because an accident had not happened.

10See Benjamin and Cornell(28) for extreme value distributions.

then needs Bayesian probability(32−34) to quantify
and combine aleatory and epistemic uncertainties.11

1.3. Engineering Risk Analysis in a Nutshell

1.3.1. The Power of Systems Analysis
and Probability

Engineering risk management requires an in-
depth analysis of the system, its functions, and the
probabilities of its failure modes. The engineering
PRA method was designed to address cases in which
failure statistics at the global level were not suffi-
cient to assess the failure risks, including conjunc-
tions of unlikely and often dependent events.(35−40)

The scenarios considered involve both epistemic and
aleatory uncertainties. The structure of the model is
generally based on event trees and fault trees (or as
an equivalent, influence diagrams) and an assessment
of the outcomes of the different scenarios. Therefore,
a full PRA often requires several submodels, and a
global assembly model was proposed earlier by Gar-
rick.(41) The data are based on all existing informa-
tion, in situ data, surrogate data, test data, engineer-
ing models, and expert opinions. This type of anal-
ysis is especially critical in the development of new
systems—nuclear reactors, satellites, oil rigs, etc.—
which involve prospective benefits, costs, and risk.
The results can be represented by a single risk curve,
which is the probability of exceeding annually differ-
ent levels of losses (i.e., the complementary cumula-
tive distribution function of the outcomes).

1.3.2. Dependencies Are Key Risk Factors: The Role
of External Events and Human Errors

A critical feature of the probability of a sce-
nario is the level of dependence among the factors in-
volved.(42) Understanding these dependencies is crit-
ical in the analysis of the risks of “perfect storms.”
In the failure of engineered systems, external events
and human errors that can affect several subsys-
tems (e.g., the failures of several aircraft engines
that were maintained at the same airport and were
due to a common error) are major sources of failure

11Bayesian probability represents a degree of belief based on all
available information. It can be used, for example, to compute
the probability of natural phenomena such as earthquakes in spe-
cific areas where they have been rare but the seismic mechanisms
are relatively known and can be further explored. But again, that
information does not allow “predicting” whether an earthquake
will occur next week or next year any more than statistics do.
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dependencies. In the same way, the root causes of
the tsunami damage to the Fukushima nuclear reac-
tors in 2011 involved design criteria that ignored part
of recorded history. Obviously, as mentioned earlier,
large tsunamis in that area are not unimaginable, any
more than large earthquakes in California.

1.3.3. Human Errors Are Seldom “Black Swans”

Most accidents are rooted in errors, often several
of them in the same chain of events, and these be-
haviors, in turn, are often influenced by the structure,
procedures, and culture of the organization.(43) After
the fact, the unpredictability of human errors is of-
ten invoked. Yet, mistakes and destructive behaviors
can hardly be considered unimaginable events caus-
ing accidents that are impossible to account for in a
risk analysis. Whether they are explicitly included in
a risk analysis often depends on the level of detail of
scenarios description.12

In fact, human behaviors and errors can and
should be included in a system PRA. They are
often basic causes of accidents and result from op-
erators’ level of alertness and competence, and each
error can make the next one more likely. They
are generally rooted in management decisions such
as hiring and training practices, work schedule,
and most importantly, perhaps, incentives. Includ-
ing those factors in a risk analysis model requires
linking the performance of the physical system to
agents’ behaviors, negative or positive,13 rational or
not, and these behaviors, in turn, to management
factors in order to provide a more complete as-
sessment of the failure risks.14 Examples of such
models include the SAM model (“System-Action-
Management”(46)) and the WPAM model (“Work

12In one instance, an operator in the Browns Ferry nuclear reactor
caused a fire by trying to locate a leak in a pipe using a candle.(44)

Rather than identifying such specific scenarios, the PRA method
aggregates them, so that their probabilities can be assessed at a
more global level. An analysis of fire risks in nuclear power plants
was structured to include technical failures as well as human er-
rors without specifically including all the detailed ways in which
such problems can occur.(45)

13Positive actions are those in which the actor performs beyond ex-
pectations and may save the day by unusually courageous, com-
petent, or effective behavior. An example of these is the decision
of a U.S. Airways pilot in 2010 to land an aircraft on the Hud-
son River instead of attempting an improbable landing at a more
distant airport.

14Note that in some (stable) cases, the probability and the effects
of human behaviors are accounted for in the failure statistics and
don’t need to be addressed separately.

Process Analysis”(47)). This analytical structure, ap-
plies directly to failures of engineered systems and of
medical procedures,(48) but can also be useful to ad-
dress some of the problems of the financial industry.
Many of these behaviors (e.g., in trading) are the di-
rect results of incentives that can be anticipated given
the rewards, yet are sometimes dismissed as “black
swans” after the fact.

An example of surprises that should not be are
cases in which managers set schedule or budget con-
straints that are too tight and may cause their agents
to cut corners in ways that they would probably dis-
approve if they were aware of it,15 thus increasing
significantly the failure probability of the system that
they are developing or building.(49,50) An accident of
that kind may well be seen as unthinkable because
no one has seriously considered ahead of time the
link between incentives, constraints, behaviors (some
with strange effects), and risks.

1.3.4. Different Dynamics of Risk Perception
and Management

By nature, the dynamics of “perfect storms” and
“black swans” are thus distinctly different and so are,
in general, the corresponding risk management ap-
proaches. Anticipating “perfect storms” requires a
long-term observation of the records of threat sce-
nario components and a careful evaluation of their
marginal and conditional probabilities. The possibil-
ities of combinations can then be taken into account
in the design of systems and risk management strate-
gies can be implemented before the fact. By con-
trast, “black swans” may be unknown a priori, but
signals can emerge and have to be properly observed
and interpreted to permit a fast reaction. The risk
assessment thus involves reasoned imagination and
updating of probabilities based on degrees of belief.
One example is the 9/11 attacks on the United States,
which after the fact were characterized by some as
unpredictable,(51) whereas Zelikow as director of the
9/11 Commission, called the misreading of precur-
sors to these events “failure of imagination.”(52) In-
deed, similar attempts at attacks using airplanes had
occurred before.16 Risk analysis and management, in
such cases, involve updating the chances of a failure,

15This was the case, for example, of a construction project in the
Central Valley of California in which, under time constraints, the
workers did not properly reinforce shear walls, causing structural
failures of the houses in the next earthquake.

16Some “black swans” are arguably imaginable because similar
events point to their possibility. An example is the 9/11 attacks on
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an accident, or an attack based on diverse observa-
tions, reinforcing and protecting the system, and min-
imizing damage if the event occurs.

In both cases, the first way to reduce risks—and
especially poorly known ones—is the systematic ob-
servation and recording of near-misses and precur-
sors.(53−55) Careful observation and informed inter-
pretation of signals are critical to the response to a
new virus, a new disease like AIDS, or the emergence
of a new terrorist or criminal group and, of course,
timing is critical. But monitoring and setting up an ef-
fective warning system depends on costs and values.
When the signal is imperfect, deciding when to issue
an alert involves managing a tradeoff between false
positives and false negatives. Therefore, the ques-
tion is: When to respond to the warning and at what
level of risk given the quality of the signal, the lead
time, and the consequences of an event?(56) These
tradeoffs at the margin thus involve the decision-
maker’s utility and willingness to take risks.17

1.3.5. Managing Different Types of Uncertainties:
Risk Aversion and Ambiguity Aversion

In all cases (from “black swans” to “perfect
storms”), risk management involves by definition de-
cisions under uncertainty that can be addressed by
decision analysis.(58,59) The objective of a quantita-
tive PRA is to support these decisions, including re-
inforcement of the system in a cost-effective way. An
engineering system fails when the load exceeds its
capacity and at least one of its critical functions is
compromised. Single points of failure are not a prob-
lem in themselves if the component is robust enough.
Otherwise, redundancies can be part of the solution
if they provide the capacity required. They may be of
little worth, however, if their failures are highly de-
pendent.(60) Furthermore, technical solutions alone
may not be sufficient. As a general rule, a global
risk management strategy also has to involve orga-
nizational factors, including appropriate incentives,
information, and training. This is true, for example,
in the oil industry, where delays in drilling and op-

the World Trade Center in New York, which had not happened
before exactly in that form, but a group of terrorists seemed to
have a similar plan in 1994 when they took over, in Algiers, an
Air France aircraft bound to Paris, were stopped on their way,
and killed in Marseille.

17One difficulty in the face of very rare but imaginable events is the
potential for social amplification of risk (the flip side of ignoring
what is too unlikely), and creating public anxieties that may not
be justified.(57)

erations can cost hundreds of millions per day, but
shortcuts can be catastrophic. In most cases, choices
depend—often implicitly—on attitudes and prefer-
ences of both managers (“principals”) and opera-
tors (“agents”), regarding both randomness and epis-
temic uncertainties.

The problem at the decision stage is how to deal
with different types of uncertainties. The classic ra-
tionality assumptions require that decisionmakers be
indifferent to ambiguity and the nature of uncertain-
ties.(5,32,61) This assumption, however, does not hold
for many deciders, who, everything else being equal,
prefer to face a lottery that is “firmer” (less epis-
temic uncertainties), and who are very explicit about
it. This attitude reflects ambiguity aversion and rep-
resents, somehow, a second-degree reaction to un-
certainty.(62,63)

“Black swans,” since they are initially unknown,
are not even on the radar screen of risk managers.
But as soon as they begin to be perceived, they lead
to decision problems that are dominated by epistemic
uncertainty, and unless surprises accumulate, gradu-
ally involve more randomness. Decisionmakers may
choose to treat the situation according to the clas-
sic rationality axioms based on “mean” (average)
probabilities (which, of course, is not to say the ex-
pected value of the outcomes). Alternatively, they
may want to account explicitly for epistemic uncer-
tainties. Given a mix of uncertainties, the attitude of
the decisionmaker toward risk and ambiguity can be
described by more complex preference function(s),
for example, two separate utility functions.(6,8,64) The
decision problem, at any given time, can then be
treated according to the true values of individuals,
organizations, and nations.18

1.3.6. Risk Analysis as an Alternative to the
“Stuff-Happens” Philosophy (or Words to that
Effect)

Risk analysis is thus an alternative to the “stuff-
happens” philosophy—ignoring signals or deciding
that accidents are “normal” events or are too un-
likely to be accounted for. To allow for explicit treat-
ment of both types of uncertainties, one challenge
is to represent accurately, in the risk results, the

18The Europeans, for instance, have in some cases adopted a “pre-
cautionary principle” to address the emergence of what they con-
sider the equivalent of black swans, banning the activity or the
product until enough information has been gathered, regardless
of the potential benefits.(65,66) In recent years, the benefits of that
approach have been seriously questioned.
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existing information about epistemic and aleatory
uncertainties, especially those that result from dis-
agreements among experts.(67) When appropriate,
the results can be displayed as a family of risk curves
instead of the classic single one showing mean prob-
abilities.(48) Each curve represents a fractile of the
probability distribution of the chances of exceeding
a given level of loss shown on the x-axis.19 In this
way, for instance, the analyst can convey to the de-
cisionmaker the effect of the fundamental uncertain-
ties about models and parameter values.20 This anal-
ysis is required for some PRAs (e.g., for nuclear
reactors). The computations often have to rely on
simulation. One can display, separately if chosen, the
failure probabilities of different components.(68)

2. DETECTING PERFECT STORMS AND
BLACK SWANS IN ENGINEERING
RISK ANALYSES

2.1. Engineering Cases

2.1.1. Risks of Failure of Nuclear Reactors

The most classic example of PRA is that of
nuclear reactors, whose theory was developed in a
landmark study(69) at a time when the risk could only
be assessed based on the identification of events com-
binations that had not happened before but could
be anticipated, based in part on the experience of
nuclear-powered ships of the Navy that had been de-
veloped in the 1950s. The result was thus a mix of
aleatory and epistemic uncertainties based on scenar-
ios of “perfect storms.”21 Since then, many applica-
tions and advancements of that study have been per-
formed, secondary levels of uncertainty have been
displayed and the framework extended to many dif-
ferent fields.

19A vertical line cutting the fractile curves at the level of loss x pro-
vides a discretization of the probability distribution of exceeding
the chosen loss level.

20This kind of information is important in two cases at least: if the
decisionmaker is ambiguity averse, and if the “experiment” is re-
peated; for example, several systems of the same kind are in op-
eration or a single system is in operation and having computed
the chances of failure in one time unit, one wants to know the
probability that it fails in n time units {and E(Pn) �= (E[P])n)}.

21An example of a “black swan” was perhaps that of the hydrogen
bubble that developed at Three Mile Island but whose possible
effects (none in reality) could be assessed at the time based on
the plant PRA.

2.1.2. Failure Risk of a U.S. Space Shuttle Due to a
Failure of its Thermal Protection System

When the shuttle Columbia exploded in 2003,
the size of the gap in the heat shield caused by a hit
by a fragment of the external tank insulation and the
extent of the damage that it caused were a surprise to
the agency. It should not have been. In a 1990 study,
the risk of losing a U.S. space shuttle mission due to
a failure of the black tiles of the orbiters had been
estimated based on a systems analysis, including de-
pendencies among the different subsystems’ perfor-
mances in failure scenarios(70−72) and the effect of or-
ganizational factors on the risk of losing of a mission
dues to the tiles.22 This type of heat shield failure had
never happened at the time of the study, and for lack
of statistical data, the risk was considered tolerable.
Yet, the Columbia accident was one of the scenarios
explicitly described in this 1990 study. Therefore, one
cannot argue that the rationalization of the Columbia
disaster happened after the fact. The possibility was
identified and the risk was assessed—but, of course,
the event was not “predicted”—well before the acci-
dent occurred.

2.2. A Medical Case: Patient Risks in Anesthesia

2.2. 2.2.1.Human Errors and Their Effects
Are Not Unpredictable

More complex perhaps are rare scenarios that
are based in large part on inexcusable behaviors,
some of which are sometimes dismissed after the fact
as unimaginable. Consider the case of patient risks
in anesthesia. In the Western world, and when per-
formed in large modern hospitals by trained anesthe-
siologists, the probability of an anesthesia accident
is in the order of 1/10,000. These accidents are of-
ten rooted in human errors. A dynamic risk analysis
was performed, accounting for rare combinations of
events and scenarios involving accumulations of mis-
takes that can cause the start of an accident chain,
and failure to diagnose and respond in time.(73−75)

The study involved a mix of randomness and epis-
temic uncertainties that could only be quantified us-
ing Bayesian probability to set priorities among risk
mitigation policies. The data were based both on

22For example, shortcuts in maintenance were shown to be linked
to time pressures. Also, the dispersion of space centers and the
rivalries among them sometimes turned into a competition be-
tween their respective contractors, some holding some critical
data and delaying their communications, and others doing the
maintenance job under added time pressure.
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statistics gathered in an Australian database and on
interviews of a wide spectrum of experts.

2.2.2. The Results Did Not Reflect the
Original Concerns

This work was originally motivated by fears of
substance abuse among practitioners—residents us-
ing anesthetics for recreational purposes, or alco-
holism among older anesthesiologists. As it turned
out, the problems were much closer to home and the
most effective measures appeared to be better moni-
toring of residents and regular retraining and recerti-
fication. There was nothing unimaginable there, but
mostly predictable, dependent mistakes that could
be addressed by improving the management of the
hospital system.

2.3. Bankruptcies in the Property and Casualty
Insurance Industry

2.3.1. A Systems Approach to a Financial Problem

“Perfect storms” in the financial world are of-
ten not detected by global statistics because they are
rare, and in an ever-changing world, may never have
occurred quite in the same way. Therefore, existing
statistics may have lost their relevance. A quantita-
tive analysis of failure probability of the engineer-
ing type was funded by the insurance industry to
try to anticipate potentially disastrous conjunctions.
The focus was on the failure probability of prop-
erty and casualty insurance companies given their
age and size.(76,77) There were some statistics about
bankruptcy in the preceding 20 years, but there was
also a feeling in the industry that the economic, legal,
and physical environments were changing and that
these statistics did not account for the dangers ahead.
Data included observations, but also the opinion of
about 20 recently retired CEOs of the industry. The
simulation of the possible failure scenarios was based
on four (dependent) stochastic processes:

• The occurrences of external events such as hur-
ricanes in Florida;

• The variation of the size of jury awards, which
considerably increased in the United States;

• The cycles of hard and soft markets in the in-
surance industry;

• The returns on the insurance industry’s invest-
ments, depending on the economy.

2.3.2. Effects of a Company’s Age and Size on the
Failure Risk

The results linked the size and the age of a com-
pany to its probability of failure in a given timeframe
(e.g., 10 years). They also showed that the pricing of
premiums was a critical factor in the companies’ per-
formance, and that yielding to the pressures of soft-
ening markets was a dangerous thing to do.23 Yet, it
may require a certain strength and size to resist these
cyclical market forces. The results were then com-
pared to the statistics provided by rating agencies. It
was found that, in fact, they were rather similar for
the past few years, which was not surprising given
that the conditions that were modeled as a system
included past circumstances. But for the years ahead
the results showed that performances could diverge a
great deal, precisely because the model accounted—
among other scenarios—for “perfect storms” that
could well happen (and in fact did). Again, as usual,
there is no claim here that failures were “predicted”
but that the results covered a much wider range of
scenarios combining dependent events than statistics
provided.

3. MONITORING NEAR-MISSES
AND PRECURSORS

Successful risk management often relies on quick
reactions to signals, improbable as they may look, ei-
ther by acting immediately or gathering further data
as quickly as possible. This is true in the case of anes-
thesia accidents, oil drilling blowups, space systems
mishaps, or losses to banks attributable to a single
trader’s activities. Sometimes, however, the informa-
tion is not communicated or believed at the decision
level.24

New viruses and diseases are perhaps the most
striking illustration of a new hazard whose conse-
quences depend directly on the observation and reac-
tion time of the health system across the world. The
AIDS epidemic was detected in the United States by
the Center for Disease Control in 1981, and given
that it had probably been spreading for decades, the
response was relatively slow.(78) By contrast, in 2009,
the reaction to the H1N1 flu virus was quick and the
epidemic was controlled early.

23Note that the framework of that study did not involve fraud and
other criminal activity, but could have if needed.

24Indeed, “black swans” are often in the eyes of the beholders.
Such birds, in fact, were probably part of the heritage of natives
of Australia before the Dutch discovered them.
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In a different world, an intelligence signal can
come as a bolt out of the blue and ignored as too
improbable to be actionable. History abounds with
such examples. The Federal Bureau of Investigation
(FBI) in 2000–2001 did not believe, above a certain
level in the hierarchy, that unlikely (and dangerous)
pilots were taking flying lessons on large aircraft, and
the U.S. intelligence community missed the attacks
of 9/11. Another (but very different) example of de-
nial was that of Stalin in 1941, ignoring intelligence
warnings of an impending German invasion of the
USSR, when all intelligence converged toward that
conclusion. In the best case, when such a signal ap-
pears, further information needs to be gathered to
confirm or deny what looks unlikely. It is a case in
which a Bayesian analysis can be useful to update the
probability of what seemed to emerge from the orig-
inal message.(79,80) The organizational structure and
culture then determine the effectiveness of commu-
nication and reactions.25 The problem, of course, is
to manage a tradeoff between the credibility of the
signal (and the severity of the potential event that it
reveals) and the risk of a false alert.

4. CONCLUSION

Whether a rare event is a “black swan” or a
“perfect storm” is often in the eyes of the beholder
and may not matter that much in practice. Prob-
lems arise when these terms are used as an excuse
for failure to act proactively. As stated by Augustine
(“Law” XLV(81)): “One should expect that the ex-
pected can be prevented, but the unexpected should
have been expected.” Clearly, one cannot assess the
risks of events that have really never been seen be-
fore and are truly unimaginable. In reality, there are
often precursors to such events. The best approach
in that case is thus a mix of alertness, quick detec-
tion, and early response. By contrast, rare combina-
tions of known events that can place heavy loads on
human or technical systems can be anticipated and
their probabilities assessed based on a systematic risk
analysis anchored in history and fundamental knowl-
edge. Risk management procedures can then be de-
signed to face these events, within limits of risk tol-
erance and resource constraints. In any case, “it was
a ‘black swan’ or “a ‘perfect storm’” is not an ex-
cuse to wait until a disaster happens to take safety

25In the intelligence world, this involves the flow of information
across agencies and the relations between the analysts and the
decisionmaker(s)

measures and issue regulations against a predictable
situation.
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